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THE UNIVERSITY OF THE
SOUTH PACIFIC



IT SERVICES

Phone Ext: 
32 – 32117

Fax:  

32 – 31533
Email:  

helpdesk@usp.ac.fj

SPECIAL FIREWALL ACCESS REQUEST FORM

Requested By:
Name:

__________________

Department:
__________________
Phone Ext:
__________________

Email:

__________________
TYPE OF SERVICE

Describe the nature and purpose of the access you are requesting. Please describe who/whom should have access. Should it be open to the Internet, a range of IP addresses, or a single IP address?

____________________________________________________________________________________________________________________________________________________________
Host/Server Details:
Hostname: __________________            IP Address: ____________________________

Service Ports Requested: (Please Tick and fill out the Appropriate Access)
·  Inbound Access     __________________________________________________________

·  Outbound Access  __________________________________________________________


























Authorizing Officer:
__________________











(Head of Department)

Department:


__________________





Signature:


__________________

ITS HELPDESK 
Date Received:
__________________


Approved by:


__________________

Assigned to:
__________________


Signature:


__________________






Department Stamp








Terms of Agreement

1. Service requests has to be thoroughly assessed and approved by IT Services

2. The service once created and used is bound by the policies and procedures that govern use of these services in the University.

3. It is the responsibility of the requesting faculty or department to ensure proper use of the service. It is therefore liable for any costs or disciplinary measures that has stemmed for the misuse of the service.
4. Approval for outside network access to USP computing resources will be based on the following criteria:

· The connection is required for University business/research

· The connection does not represent an unnecessary security risk to The University Network

5. When the connection has been approved in principal, firewall access will be granted when the following have been completed:

· The machine is properly registered with Information Technology by filling out the Special Firewall Access Request Form at URL and sending it to the ITS.

· The target machine passes a vulnerability assessment performed by the ITS.  This assessment consists of remotely scanning the target machine for common problems that could result in a security risk.

